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1 Inference Problem

2 Query
® Statistical Data Base (SDB)
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2 Restriction Techniques
® Auditing
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CREATE TABLE Customer
(userid integer PRIMARY KEY,
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‘UW" 5 ‘giw/“ .|9 1-3-3
DB Server sg 5 ;0 &l (1 5eS 9 098 o0 48lol piucew 45 Crypto Service lgic 4 pguw Jozlo S
SIS 2 a8 0gd co dlBlS i ;0 (B,8 s O, StOred  Procedure g G e 045 oo 00l

[He oo o il pgus Jozle o 0o (g5luooly algs Slgm1,8 5l eolaiwl b1y (6,050, (g o Ll
2001]

G Sl b0 2-3-3
plosl Hla cos Wosls (59, Slles zud g 958 oo Jraud 00lo PASSIVE e S @ 00l0olSoL b ol jo
A 03 joy D ygmo A Loosls aSyl 4 dxgil (00,8 el pow Jozlo Jawgy Wools aSol Ko olo
QLA) A.:L: ools S99y ool uLA.Lo.c 'aL?L?‘ LS‘):’ el u—i‘”"f*—‘ SLO-C ﬁaL&A u.:‘ SS9y Lg)L;\f Yua.>L..4 u")’L‘-’

oS Bpan paw Jszle bauwgs il is 6l 1) o0l

" 58 oKinily 3-3-3

a5 SQL oo Glygi o lee a1 (6,0, slal Oljsi o 5l ol 4 _cqomme S

SISl (g, cpl (g5lwosls 08,5 o ol Ll el sly 5l lisedsl § 098 o 054381 DB Server
S uj.o.o Lgol.s) w‘ (_gLQ:o)D I Qg L Jﬁ‘ U""9) 59 ‘).s) éﬁ.wL;o Jml? 6?)!14 &M‘ L;9 Sl
[He 2001]ss 5 Jol>

5

! Loose Coupling
% Index
® Tight Coupling
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2 plosl g sl ()50 sl 513810 5 DBMS ool (1 e 0 iete g,y ol 5 USitie Jlae (55lo0ly
5 el Ll adb o ol olej g dinin 45 59 ailes o )ligo 53l 5 el b g o el yoais digF

=5 ¥ 09y 5-3-3
Al Olygiws 5l =65 acgomo S& a5 Sl (pl Sl csl slals Lol 6l somlon iy, SO

Stored L 5 »,LS ool a5 anles Lasgh o pusg o plos g 09 o0l 1,3 DB Server (yg,5 5,55,
[He 2001]ss 5 (5;Lwooly L Procedure

Slakuly gWodlooll jo 65K, jl colaw! 4-3
Sl 68 5 ool slapi )58 0925 5 DMLl (Silo e Lai> 3 (6,50, Sl ;81 (092 1) 4 4255 L
LSl S st 4y slalal, clrosloolfily o baosls yislo less (aly b ,sS ol 51 solizal IS ol
Ol 4 AES Slislae bl iy 1 (S0 (lgre a0 SEIPENT jo) o2 55501 09,5 o0 drogh coslio (il
AS lasigas 0ols oLl U oo Sl oyl aleal g, 00,5 o bl jabaie (sl (sitalesl diges 5
2l 5 Jloasl ol 51 clamadls @) ay i ol 5 09 wlys | Giand (Sily &30 4 Clo wpplys

02319 10 o0 0] s

Serpent o, a9l 1-4-3
s w2,e S sl [ANde. 1998] el 193 32 L TSP slaasios Jlisla b oy lite o 550! S, Serpent
S Gl oot iS50 2y 256 oS Job il oo < 128 (63559 SO Job b (Sob ksl

e 45 Sl "AES clisles clacanld 51 o Serpent [Knud. 1994]asb 5.5 192 4 5 128 wlgs

il o e wlive (6 ke ladcs 1 i )68l 50 (pl LBl Caws o plie 4 Rijndael o 6l
1wl oo Serpent & cos oS J=l e o Rijndael asl 5l cal & )le 05290 slacuglay cads (o

il oo Rijndael o conis (g i csl sl ks Serpent Ll ol (g iias Sy sllo
g oudS 15333 Sleolaiwl LI plasS oo bos o 128 50, e SOy oo 128 (e G Serpent

o 256 1, oIS Jsb ojlwonly ool o Lol asly puiie wilgi o oglS Jsb 0,65 oo & y50 al 0 32 b

5

! Loose Coupling
2 Substitution - Permutation
® Advanced Encryption Standard
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Lo 1y Lo 4 5 s oo, MSB o 1 oy oSy il 2y 256 5 iS5 0lS 31 lazs 8 s o
oS oo Pad oo

Serpent s yo5dl 5o wuls’ suuiboy 1-1-4-3

OlS atws 33wl o wyb pyY e 32 0S4 L oo 128 udS O 90 e 0 Serpent o 631 o
plosl by (032 oIS 132 ggame o o)l S8 2032 adS 4 50 anes o 0 el 5l 050
JAnde. 1998] el a3Y 50, ollos

oS s 32 o 8 ey (Lol ) )15 g oo &Sl 2 256 oS daodS ol el ol
Lol as a5 09 oo gl el (ciw 32 oldS 132 vl sy 0udS 8 1l ooy (Wog ooy W, , W, )09 oo
el T lw 51 G o 0uiS o (6,105 o)Ll Wi B Wy 51 e Prekey ol ogi o azaS Prekey
il o s

W = (Wi_g@Wi_5 DW_3DWi_1 ®gDi) << 11

J5+1
2

Oy S _DOX g ool cawds sl Prekey sl osliiwl b 490 ;0 4 by e oS .l cr )b 4 s

Il ojlaslan o8 o cinds e 4 <<<I] ailoo ¢ = ol ke g oMb s @ o] jo oS

oo Cans p;
{ko. kg, ko, ka} = S3(wp, Wy, Wy, W3)
{k4. ks, ke, K7} = S (Wy, W5, Wg, W7)
{kg. K9, k1o, k11} =Sy (Wg, Wo, Wig, W)
{ki2, ki3, k14, kis} = S (Wip, Wi, Wig, Wis)
{kig. k17, kig, kig} = S7(Wig, Wi7, Wig, Wig)

{K124, K125, K126, K127} = S4(W124, Wi 25, Wi 26, Wi27)
{Ki28: K129, K130, K131} = S3(Wa28, Wi0g, Wi30, Wi31)

] ).s) )LLO.A ).s‘); )5‘5)& A.JS JL’>
ki ={Kai, Kai1, Kai2, Kaira}
Serpent g ,o5 y0 5, K0, 2-1-4-3

[Ande. 1998] o5 oo plxil 5 & ya0 a4 S Sldoe Serpent jo, o ,631 o (6,50, !y

(IP) initial permutation L aJql cxl> o

5
! Most Significant Bit
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linear transformation S g La s_bOX ;1,35 wdS S 5 Oldae S5 90 0 ,0 a5 490 32 .
IS L s 5 wldee & L linear transformation 4 o ,las 0445 _DoX 51 590 18 0,5 oo plo]
Beboe nSolr

(FP) final permutation L ol <S> o

5 63l ool 5o Ll cmal oo ol plonil (6,550, Ll Sl soge Joe il 5 4l slacaSil>
By ee Slawlome (233l Gl el 5 conl giluosly (s3le e

Biug plT 195 (75,5 wd i eod 400 ol By sl 550 (% sdioo NS 0)lads 3T L0 5l e 50
S5 s (00232 o] 0 aSRy) 90,0 Sldee .l cawsy Sl C b o5l oo Jles! By (g5, FP .ol
o2 LS (55l5e D yg0 40 aS (Sp) yho oyleds S_DOX 32 5l Ry Jle (sl 0uS e eoliiul S_DOX g4
aly By®Kg 9,5 5l 1, 061623 lacs Jgl 590 5 DOX pdgl it j0 aiS o ooliiwl wilazs 5 )18
335 T B i 5 e g o0 LSS 1) (g 3 Sl 5o ol S Lz 5 9565 50 69959 Olge
Al I gopee Sl 5l o532 Ry alin j5b 4.0 5 oo g Sldes oyl

oolaul S_DOX G 5l 490 o piid 490 U o 3505 oo 1,8 solatul 8,50 L4 las_bOX LU 8 acgemae
FP L ol culls DES aliv 31 a4 b jobped g 098 oo oolitwl Sy 5l o,bgs ags 590 40 9 05 oo
inlad 3 3l b 00 o) oyt g g ad &l o Sliogs bl IP L gl CiSilr Jos oSs

2000

By == IP(P)

Bis1 = Ri(Bj)

C = FP(By,)

where

Ri(X)=L(Sj(X®K;))  i=0,..30
Ri(X)=Si(X ®K;)®K3, i=31

S _Box 3-1-4-3

:[Ande. 1998] 5,18 1y 15 sl Sy a5 sib oo laces 5l o 4 cull> S serpent sl S_Box

a e olSomed (6555 y0 WS Gy K 5 0yl 4 iSTas Jlasl Lol glbaanise ) Sy 2 e
GNP SRPESNERE ) L FUWEE ¥)

&%5609)5}&,‘_&&&&6&4@1)9@& + o}b)ogLAb\él)lodk}w)g )

1
2

R S
'W‘Eig T 00 ST 00 e

ool 3l pS1a (o055 Glacar 65y 2 U Ol & oz Slaca (og b ez e
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Serpent wis ;o jo LS 50, 4-1-4-3

X0, X1, X2, X3:= 5; (B ®Kj)
Xp = Xg <<<13

Xy =Xy <<< 3
X1=X1@ Xy @ Xy
X3=X3® Xy @ (X <<3)
X=X <<l
X3=Xg<<<7
Xo=Xg® X1 @ X3

Xy =Xo @ X3D (X1 <<7)
Xg=Xp<<<5

X=Xy << 22

Bi1 = Xo, X1, X2, X3

[Ande. 1998]uigi o
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aondo 1-4

i JP-C- 3 WP VIC OV N U N [FCOUSY EY W' { I IO P SR, o PR SO (g SV LS ES I AP (] FPE W
o lojmg ol (oS o oolaiwl a5 a2 LSS 00l0olSol G 51 eS 5 lojle SOy (gounise
Sl 50 il oo jlre e I8 ST 6l laie I8 ple Gei> Sledbl 4 cw s Jlie gl S oo
LS odnline |y 093 g Sledlbl Wiy o i IS yo oS

IS 0505l g9 90 bl oo jloe . cwiws blae jo brosls 5l cdadle i ) ol dadsg o )lo
[Cast. 1996] sl 55 7, 4 LooloolL ,o Jslate o i

SU yxilg>) o Sl )0 0000l jo ol Ald b 90,65, (b 4 s s Sl ol o jgoes oyl
ool leBl (59, lajemme cnl (pals 4 bogie by g yiws plad .ol oo (9,5 BLal L g (Sloyj9 0 03,5
G anlb od&»\b@n@&qd@‘ Jlesl &1y P lSe o)l o ped JyuS palSe 2
Olg> Gl el sl maw S o )8 4 jee sllacl ¢ Jglaie sl st o G Ll lgie
Al oo Hlise 5l ST L g lings el mlaw jo Waosls

30 498 dalS 9 60,5 pboloul b cdadsg cpl aS 00 5 Slulis abgype )5 blo,l L aud> 2 0 sl
[Jajo. 1997]s,.5 oo plxil DBMS [ o 5,5 54,9 dusg

72wl n on labuly slooslooll 10 025 0 5 pow e (ot S5 Jhediz (owyp 4 Jad ol 5o
o s 73S Gl ],y aliBe lap il (Oledlbl oo |y S yoee ad> jglaie 4 ba Jow ol 51 SO

WS o (S Ol

Bell-LaPadula wleMbl cLidl Joo 2-4

L ablio 5 el sloJow ai; jo |, idzs MITRE &8 ,05 50 (g0 70 das Llsl 5o I o0l g

5 D.Elliot Bell slapls a8 i auaiils g0 e ol 00,5 [Lael ol Sledbl sladl slaasags

Cos aS Jaw ol g 0,95 5 Slglyd 5L sle Sg 5l a5 wisges i)l ], sl Jaw Leonard LaPadula

2l U (6 gualS el drwgs g Gz a4 yloj o] 5l s aslis Bell-LaPadula Jow (ylgie
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153 555 aslie Cusygd 4o |, Bell-LaPadula Jos 45 coul Slgls ¥ lis ol sl olgS Cansl il
[Bena. 2006] slos gl

d 690 yob oy b gl JBg) S9tics Brme 630 5 Sy9e el 09ed 95 4 Bell-LaPadula Jos
by Shle slosliinl b (ilsd on (5550 Ghgy 5o 5 O e |) Joe (2ilg8 B aiS oo SeS onilys
L ol lsem el 8 55 51 ISt oo cal a5 SlowiT 5l el (55950 1S5 (2l )58 058500 (i
llasgorme an (iedaz ofly adbihly cnl o iz 0 285 Sl 0 peges el cielad SG g
o= iy a3 (yily B dcgazmo (9 09b o0 BMb] Wad oo Cole) 0y e G 50 &5 patie (il
Qg el Joe lare cod gy ol 5l i HIS0 sasie slapiusw 59, e o |, LaPadula 4 Bell Lo
Y WP v I KVR-SE OY O 2r=

Bell- Jas sil3 g0 5| (gose—i carogi g 093 o azls Bell-LaPadula Jos (5 paad oylo 4 1oz
Bell- Jao sla s oz aalsl o 090 oo iy o5 Jow (pl & o tranquility ss.540 o LaPadula
b (nl 3 om Sl S )0 oS oo Sl g polie b (ol LB 5 (6550 )90 40, LaPadula

i walgs osliil "BLP Jue" hisce & jg0 4 Bell-LaPadula Jows osli] cdgges (sl

" sl S 1-2-4

gl g oSS 5 90 5l iz o pl adle  (Sbo e iz SO e (ol jo o Jele g LSl TS o
s polie leioo i | (o0 b Jolo ar g je 09,5 g0 e 32 9 WS 0 et | (Sl o Jol <3
(S e Jin (6 polie i [SH0SG L dnslie LB (alies polie ples g il LS s adaly, S slls o
ten b Jole (6,15 039> poo yidu Cewl ald (pl 10 35290 polde alex 5l gole g 00l ganar b (ilo o
09> @ sy Jule .3 058> 10 500 a5 Al JenwlS 059> 0 Cul Sew i S S o ateine |
dcgasmay ) adaly ald pl polie aiiue 095 dcgemo ) (sRojg> 5 095 059> Sliwl 4y cwyiws 4y [0l8
e ahl) o ez p IS plnle ied o0 (S ol 5 degemme Sy S5 9 )l S0uSu b o
s oo hSiS 1) (S
Label = (Level, Category)
9 S =0 5 0 |y ez g0 sim S Sl ealids e Sy o (gilwesll glp isw pl o
Iy sl o Jow sy c0duzn Eln (50,5 ool pdled co Blod o o (lgie @y 1) ol plans 1add
Dgd sad 48,5 Jla3 8 s 0S5 b anslie ol el sl akan 45T (60190 S o dy Sl

ks ol pogde (W)l (B985 (6,500 p ldcws p ol 5l SO e a5 Canl > 4 by e o )lge ()
5

Y Informal
2 Formal
® Level Diagrams
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YL o Object & g Subject S g lawgin el law ;o Object g0  Subject G ¢ ol mlaws
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! Operations
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J—oe (mizmad pgal ol adilet e |y s (n 30k 5o &8ly SObject « el o (0 SYL 5o &8l
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! Simple Security Property
2 No Read Up (NRU)
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! Leakage
2 No Write Down (NWD)
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